NudpopmanuoHHasi naMATKA IS 00y4alOIIUXCs A pa3MelleHusl Ha
opuuuanbubix UHTEpHET-pEcypcax

C KaxIOplM TOJOM MOJOJEKH B MHTEPHETE CTAaHOBUTHCS OOJblle, a
oOyuJaroluecs: OJHU M3 CaMbIX aKTHUBHBIX MOJb30oBaTenel PyHera. Mexny tem,
MIOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTta naMsTKa J0JKHA TOMOYb TeOe 6e3011acCHO HAXOUTHCS B CETH.

KommbroTepHsie BUpYyChI

KoMmbroTepHblid BUPYC - 3TO Pa3HOBHUIHOCTh KOMITBIOTEPHBIX MPOTpamM,
OTIIMYUTENBHONU OCOOCHHOCTHIO KOTOPOIl SIBIISIETCS CIIOCOOHOCTh K PA3MHOKEHHUIO.
B nononHeHue K 3TOMY, BUPYCHl MOTYT IOBPEIUTh WM MOJHOCTHE) YHHUUTOXXUTH
BCE (pailyibl M TaHHbBIE, TOJIKOHTPOJIBHBIE TI0JIb30BATEI0, OT UMEHU KOTOPOro ObLia
3amynieHa 3apak€HHas NporpaMMa, a TakXKe MOBPEIUTh WIH JaXXe YHUUYTOKUTH
ONEpPallMOHHYIO CUCTEMY €O BceMHM (haiiaMu B 1eJIOM. B OoJIbIIMHCTBE CilydaeB
pacupoCTPaHsSIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. HCHOHBBYﬁ COBPCMCHHLBIC OIICPAIMOHHBIC CHCTCMBI, HMCIOIINC
CpréBHBII?I YPOBCHD 3allIUTHI OT BPCAOHOCHBIX IIPOI'PpaMM;

2. [TocTostHHO ycTaHaBnauBai madtu (IU(POBBIE 3aIUIaTKH, KOTOPHIC
aBTOMATHYECKH YCTAHABJIMBAIOTCS C IEIbI0 JOpaOTKKM TporpaMMbl) M JpyTrue
OOHOBJICHHSI CBO€UM omepanuoHHON cuctembl. CkayuBal UX TOJBKO C
opummanbHoro caira pazpaborunka OC. Eciu  CylmecTtByeT  pexuMm
aBTOMATHYECKOTO OOHOBJICHUSI, BKIIFOUH €T0;

3. PaboTait Ha cBoeM KOMIIBIOTEpE IO MpaBaMHu TOJb30BaTElNs, a HE
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM
WHCTAJJIUPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4, Hcnonb3yii aHTUBHUPYCHBIE MPOTPAMMHBIC TPOJIYKTHl H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

S. Orpannyp (QU3NYECKU AOCTYyN K KOMIBIOTEPY AJI MOCTOPOHHUX
L

6. Hcrnonp3yil BHENMIHUE HOCUTENW HMH(OpPMAIIMU, TaKUEe Kak (Qielika,
TUCK Uiy (ai U3 HHTEPHETA, TOIHKO U3 TPO(PEPEHHBIX HCTOYHUKOB;

7. He otkpbiBail KoMnbIOTEpHBIE (Pailiibl, MOTYyYEHHbIE U3 HEHAAEKHbIX
UCTOYHUKOB. Jlaxke Te (aiiiibl, KOTOpBIC MPUCTAT TBOW 3HAKOMBIN. JlydIe yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cetu WI-FI

Wi-Fi - a0 He Buj mepenaun AaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OPEHI,
mapka. Emie B 1991 rogay HugepiaHacKas KOMIAHHS 3aperHCTPUpOBaiia OpPEHT
«WECA», uro o6o3naudano cinoBocoueranue «Wireless Fidelity», xoTtopwrii
IIEPEBOIUTCS KaK «OeCIPOBOIHAS TOYHOCTY.

Jlo Hamrero BpeMeHH Joluia apyras abOpeBuaTypa, KOTopas sBISETCS TaKou
ke TexHosorueit. Jro abOpemarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJapT BBICIIMI 3BykoBoi TexHuku Hi- Fi, uro B mepesome
03HAYACT «BBICOKASI TOYHOCTHY.

Jla, OecriaTHBIN WHTEPHET-AOCTYN B Kade, OTENsIX M a’poropTax SIBISIETCS
OTJIMYHOM BO3MOXKHOCTHIO BBIXOJAa B MHTEpHET. HO MHOTHMeE SKCHepThl CUUTAIOT,
yro obmenoctynabie Wi-Fi cetn He ABISIOTCS 6€30MacHBIMHU.

CogeTsl 10 0e30MacHOCTH paboTe B 00menocTynHbix ceTsx Wi-fi:

1. He mepenaBaii cBoro nuuHy0 HH(pOpMaIHIO Yepe3 OOIIeTOCTYITHbIC
Wi-Fi cetu. Pabotas B HEX, JKeJIaTeIbHO HE BBOJIUTH IAPOJIH JOCTYIIA, JOTHHBI U
KaKHue-TO HOMEPa;

2. Hcnons3yit 1 0OHOBIIAN aHTUBUPYCHBIE MPOTpaMMbl U OpaHaMayep.
Tem cambIM Thl 00€30MacHIllb ce0sl OT 3aKaYKKU BUPyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonszoBanuu Wi-Fi otkimroun Gysknuio «OO0muil 10cTyn K
¢daitnam u npunHtepam». JlaHHas (QYHKOUS 3aKphITa MO YMOJYAHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATEIHN AKTUBUPYIOT €€ AJis y100CTBa HCIIOIb30BaHUs B paboTe
Wi yueoe;

4, He uncnonp3yit nmyomunsii WI-FI qis mepenaum MTUYHBIX JaHHBIX,
HaIrpyMep JIJIs BBIX0JIa B COIIMAIBHBIC CETH MJIN B JICKTPOHHYIO MOYTY;

5. Nmnonp3yit TONMbKO 3ammineHHoe coenuHeHue ydepe3 HTTPS, a He
HTTP, t.e. npu Habope BeO-aapeca BBoaM uMeHHO «https://»;

6. B MoOunbpHOM Tenedone otkiroun ¢pyHknuoo «llogkinrouenue k Wi-
Fi aBromarnueckn». He nomyckaii aBTOMaTHYECKOTO TOIKIIOYCHHS YCTPOMCTBA K
cetssm W i-Fi Ge3 TBoero coracwusi.

ConunaibHbIE CETU

CoumasibHbIe CETH aKTUBHO BXOJSAT B HAIly KM3HB, MHOTUE JIIOJIU PabOTaIOT
U )KMBYT TaM IOCTOSIHHO, a B Facebook y»ke 3apernctpupoBaH MUJIHAP] YEIOBEK,
YTO SIBJISIETCS OJHOM CEAbMOM BCEX JKUTEJIEH IUIaHeThl. MHOTHE MOJIb30BaTEIN HE
MMOHUMAIOT, YTO MHGOpPMAIIUS, pa3MelieHHas UMH B COIMANBHBIX CETSIX, MOXKET



OBITH Haﬁz[eHa U HCIIOJIb30BaHA KEM YIroJHO, B TOM YHCJIC HC 00s13aTeNBHO C
OnaruMu HaMCPCHUAMMU.

OCHOBHBIC COBETHI IT0 O€30ITaCHOCTH B COIIMAJIbHBIX CCTAX:

1. Orpanuyb CHUCOK Jpy3eid. Y TeOs B APY3bsX HE JOIKHO OBITh
CIIy4ailHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBOI 4acTHYIO ku3Hb. He ykasbiBail mapoisd, tenedoHsl,
ajpeca, JaTy TBOETO POXACHUS M JIPYyryl0 JIMYHYIO HH(pOpMaIuio.
31I0yMBIIUIEHHUKA MOTYT HKCIONb30BaTh Jake MHGOPMAIMIO O TOM, KaK Tbl H
TBOU POAUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3amuinai CBOIO pEenmyTalMio - JIEPKHU €€ B YUCTOTE U 3a7aBail cebe
BOIIPOC: XOTEJ OBl ThI, YTOOBI JPYTHe MOJIB30BATENN BUJIETH, UTO ThI 3arpy>Kaemib?
[Togymaii, mpeskJie 4eM 4TO-TO OMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOpHUIB C JIOABMH, KOTOPBIX HE 3HAEIIb, HE MCIOJb3YyH
CBOE pEalbHOE MM U JIPYTyI0 JUYHYI0 MH(GOpPMAalLlMU: UMs, MECTO >KUTEJIbCTBA,
MECTO y4eObl U Ipoyee;

S. N306eraii pazmemienus ¢otorpaduii B UHTEpHETE, T1I€ THI H300paXkeH
Ha MECTHOCTH, 10 KOTOPOI MOXHO ONPEEIUTh TBOE MECTOIOJIOKEHHE;

6. HpI/I perucrpanuvuu B COHH&HBHOﬁ CCTHU HCO6XOI[I/IMO HCIIOJIB30BaTh

CJIOXHBIE TAPOJIH, COCTOSIINE U3 OYKB U UG U C KOJMYECTBOM 3HAKOB HE MEHEE
8;

7. JUis couuanbHOM CEeTH, MOYThl U JPYrMX CalTOB HEOOXOJUMO
MCITIOJI30BATh Pa3HbIe Mapoiiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH
MOJIy4aT TIOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE ICHBI'U

DONEeKTpOHHBIE JACHBIM — 3TO OYEHb YJOOHBIA CMOCO0O TIIATEeXEeH, OJIHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIHU.

9J’ICKTpOHHBIC JCHBI'U ITOABUIIMCHh COBCEM HEIABHO U MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HC ITPOIIMCAHO PO HUX B 3aKOHAX.

B Poccunm xe oHM (YHKIIMOHUPYIOT M O HUX YK€ MPOMKMCAHO B 3aKOHE, TJIC
WX pasleNsaioT Ha HECKOJIbKO BHJIOB - aHOHMMHBIC W HE aHOHUMHBIC. PazHwuia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peiaeTcs MPOBOJANTH orepaluu 0e3
UISHTH(PUKAITNY TT0JIH30BATEIIs, 4 B HCAHOHUMHBIX UIACHTH(PUKAIINHN TT0JIH30BaATEIIS
SIBIISIETCS 00S3aTEIIHLHOM.



Taxkxe crenyer pasiauyaTh JJCKTPOHHBbIE (UaTHBIE JEHBIH  (paBHBI
rOCyJapCTBEHHBIM BaJlIOTaM) U JJIEKTPOHHbIE He(UATHBIE JEHBIU (HE PaBHBI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMH JIEHbaAMU:

1. [IpuBsku K cyeTy MOOWIBHBIA Tene@oH. DTO caMblif yAOOHBIN U
OBICTPBIN CIOCO0 BOCCTAaHOBUTH JOCTYN K cueTy. llpuBsizanHblii TenedoH
MIOMOXET, eciu 3a0ynenrb CBOW IJIATS)KHBIM MMapoiib WIM 3alJiellh Ha CalT C
HE3HAKOMOTO YCTPOKCTBA;

2. Hcnons3yit ognopaszoBsie napoiu. [locne nmepexona Ha yCHIEHHYIO
aBTopu3aluio Tede yxe He OyAeT yrpokaTh ONACHOCTh KpaKW WIIM IepexBara
MJIATEXKHOTO MapPOJIs;

3. Bri6epu cioxubiif naposs. [Ipectynaukam OyaeT He MPOCTO yraaaTh
CJIOXHBIM Maposib. HanexHbie Mmapoiii — 3TO MapoJid, KOTOPBIE COJEpKaT He
MeHee 8 3HAKOB M BKJIIOYAIOT B c€0s CTPOYHBIC M MPOIMUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CUMBOJIOB, TaKHe KaK 3HaK Jiojuiapa, (hyHTa, BOCKIMIATEIbHBIN 3HAK U
t.11. Hanpumep, StRONQ!;;

4, He BBOJIM CBOH JIMYHBIC JaHHBIC Ha caﬁTax, KOTOPBIM HC JOBCPACIID.

3JIGKTpOHHaH Imodura

DJIEKTPOHHAS T0YTa — ATO TEXHOJOTHS W MPEIOCTABISIEMBIE €10 YCIYTH IO
MePEChUIKE U MOJTYYEHUIO YJIEKTPOHHBIX COOOIICHUM, KOTOPBIE pacipeestoTCs B
KOMIMBIOTEpHOU ceTu. OOBIYHO DJEKTPOHHBIA TMOYTOBBIM SIIIUK BBITJISIUT
CIeAYIOIMM  o0pa3oM: UM TMoJib30oBaTensi(@uMs_JoMeHa. Takke Kpome
nepeayu MpocToro TeKCTa, UMEETCSl BO3MOXKHOCTh MEpeaBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C JIEKTPOHHOM MOUTOM:

1. Hano BbIOpaTh mpaBUIIbHBIN MOYTOBBIM cepBUC. B MHTEepHETE ecTh
OTPOMHBIA BBIOOpP OECIUIATHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JYyYIlEe JIOBEPATH
TE€M, KOT'0 3Haellb U KTO NEPBBIA B PEUTHUHTE;

2. He ykaspiBail B nuyHOM moute jauuHyro uHbopmanuto. Hampumep,
Jy4uie BeIOpaTh «My3bIKanbHbIA (haHaT@» nmu «pok2013» BMecTo «Temal 3»;

3. Hcnonp3yit IByX3TamHy0 aBTOPU3ALNI0. ITO KOTJa MOMUMO MapoJis
HY>KHO BBOJUTH KOJI, MpUchUIaeMblii 1o SMS;

4, Bri6epu cnoxxHbIi mapostb. i KaKI0TO MOYTOBOTO SIIIUKA JTOJKEH
OBITh CBOW HAJICKHBIN, yCTONYMBBIN K B3JIOMY NapOJib;



d. Ecnu ectb BO3MOXKHOCTH HammcaTbh CaMOMY CBOW JIMYHBIA BOIIPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTB;

6. Hcronb3ylh HECKOJIBKO TOYTOBBIX SIIUKOB. [lepBbIM 11 4acTHOU
MEPENUCKHU C ajipecaTaMM, KOTOPBIM Thl JIOBEpPSEIIb. ITO 3JIEKTPOHHBIN aJpec HE
HaJI0 UCIOJIH30BaTh MPH PETUCTPAllUU Ha opyMax U calTax;

7. He oTkpoiBaii (paiinel u Apyrue BIOKEHHUS B MUCbMax JaKe €CIH OHU
IOPUILUIM OT TBOMX Jpy3el. Jlydille yTouyHM y HHX, OTIPABIUIA JU OHU TeOE 3TH
(baiisr;

8. [Tocne okoHYaHUs pabOTHI HA MOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM
BKJIQJIKU C CATOM He 3a0y/1b HaXaTh Ha «BeIATIY.

KI/I6€p6YJIJIHHF HJIN BUPTYAJIBbHOC U3ACBATCIILCTBO

KubepOymmuHr —  mpeciiejoBaHUE  COOOIICHUSIMHU,  COJIEpIKAIUMHU
OCKOpOJIeHMS, arpeccuio, 3alyTMBaHUE; XYJIUTaHCTBO; COIMAIbHOE
OOMKOTHUPOBAHKE C MTIOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Opocaiica B Oo#t. Jlyummii cmoco6: mocoBeToBaThca Kak ceOs
BECTU U, €CIIU HET TOTO, K KOMY MOKHO OOpaTHThCS, TO BHaYalleé YCIIOKOUTHCS.
Ecnu Tel HayHemb OTBeYaTh OCKOPOJICHHMSMH Ha OCKOPOJIEHUS, TO TOJBKO €IIIe
OO0JIBIIIE Pa30KKEIb KOHPIUKT;

2. VYmpasnsii cBoeit kubeppernyTaiue;

3. AHOHUMHOCTh B ceTH MHUMAas. CyIeCTBYIOT CIOCOObI BBISICHUTD,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectu Xynuranckuii o00pa3 BUPTyalbHOM *Ku3HU. MIHTEpHET
(buKcUpyeT Bce TBOM ACHCTBUSA M COXpaHSeT UX. YJaIUThb MX OyIeT KpaiiHe

3aTPyAHUTEIIBHO;
5. Co0mro1aii CBOM BUPTyaIbHYIO YECTh CMOJIOAY;
6. Urnopupyii enuHuuHbii HeraTuB. OaHOpa30BbIE OCKOPOUTEIIBHBIC

cooOmieHust Jiydmie urHopupoBaTh. OOBIYHO arpeccusi MpPeKpamaercs Ha
HayvaJIbHOM CTauM;

7. ban arpeccopa. B  mporpammax oOMEHa ~ MIHOBEHHBIMHU
COOOIIIECHUSIMHU, B COI[HAIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIIPABKU
COOOIIIEHHH C ONIPECICHHBIX a/IpECOB;

8. Eciu 11 cBumerens kubepOysimHra. TBou NeHCTBHS: BBICTYNHUTD



NpoTUB MpPCCICAOBATCIIA, II0KA3aTb €My, 4YTO Cro I[CﬁCTBHH OLICHUBAIOTCA
HCTAaTHUBHO, IIOOACPKATL KCPTBY, KOTOpOfI HY’KHa IICHXOJIOTHYCCKasl ITOMOIIb,
C006HII/ITL B3POCJIBIM O @aKTe arp€CCHUBHOTO ITOBCACHUA B CCTHU.

MoobwnbHbIH Tenedon

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COJIEPIKAT B ceOe BIIOJIHE B3POCIIBIN
GyHKIIMOHAT, W TeNeph OHW MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMU
KoMmbioTepamu. OTHaKO, CPEACTB 3aITUTHI IS TOJOOHBIX YCTPONCTB ITOKA OYCHb
Masio. TecTupoBaHME UM TIOWCK YSI3BUMOCTEH B HHUX MPOUCXOJUT HE TaK
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIE MOOWJIbHBIE  Opay3epbl YK€ MPAaKTUYECKH JOTHAIH
HACTOJIbHBIE aHAJIOTH, OJHAKO paclIupeHre (yHKIMOHAa BIEYEeT 3a COO0Ooi
OOJIBIIYIO CJII0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTbD.

I[EU'IGKO HC BCC IIPOU3BOAUTCIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKPbIBAIOIIUC
KPUTHYCCKHUC YA3BUMOCTHU JJII CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIIBHOTO TesiedoHa:

1. Huuero HC ABJACTCA IMIO-HACTOAICMY OcCIUIaTHBIM. By,[[h
OCTOPOIKCH, BCIAb KOI'Zad TeOe npcajiararoT OecIIaTHBIN KOHTCHT, B HCM MOI'YT
OBITH CKPBITBI KAKHC-TO IINIATHBIC YCIYI'H,

2. Hywmaii, pexxne uem otnpaButbh SMS, ¢poro unu Buaeo. Tel TouHO
3HaCIllb, T/I€ OHU OYyT B KOHEUHOM UTOTE?

3. HeoOxoaumo  OOHOBISATH  OMEpPALIMOHHYKD  CUCTEMY  TBOETO
cMapTQoHa;

4, Hcrnionp3yit aHTUBUPYCHBIE TPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

S. He 3arpyxaii npuioxeHuss OT HEM3BECTHOIO WCTOYHHUKA, BEIb OHU

MOTYT CO/IEPKaTh BPEAOHOCHOE MPOrpaMMHOE 00€CIIEUEHHUE;

6. ITocne TOro kKak Tbl BBIMICIHIL C CAWTa, T[J€ BBOIWI JIMYHYIO
uH(pOpMaIInio, 3aiiI B HACTPOHKHK Opay3epa u ynanu COOKies;

7. [Teprioaudecku MpoBepsii KaKue TUIATHBIC YCIIYTH aKTHBUPOBAHBI Ha
TBOEM HOMEPE;

8. JlaBaii cBot HOMEp MOOMJIBHOTO TejedOoHa TOIBKO JIFOASM, KOTOPBIX
ThI 3HACIIbL U KOMY JIOBEPSCIIIb;

9. Bluetooth momxeH ObITH BHIKIIFOYEH, KOTIa ThI UM HE
noJb3yenibesi. He 3a0bIBait nHoraa mposepsathb 3to. Online urpsi

CoBpeMEHHbIC  OHJIAMH-UTPBI - O3TO  KpacouyHble, 3aXBaThIBAIOIINE



pa3BieUeHUs, OObETUHSIONINE COTHU THICSY YENOBEK MO BceMmy Mupy. Urpoku
UCCIIEAYIOT JTaHHBIM UM MHp, OOIIAIOTCA APYT C APYrOM, BBINOJHSIOT 3aJaHUs,
CPQJKAIOTCSI C MOHCTPAaMH M IIOJIYYAarOT OIIBIT. 33 YJIOBOJIBCTBHUE OHU ILIATAT:
HOKYIaIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKHE-TO OILUU.

Bce aTu cpenctBa uayT Ha MOJACpKAHUE U PA3BUTUE UTPHI, & TAKXKE HA caMmy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIUH, BBITYCKAIOTCS HOBBIC
naTyu (Lu@poBbIe 3a1IaTKU ISl IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOMT OI1aCaTbCA HC CTOJIBKO CBOMX COIICPHHKOB,
CKOJIBKO KpaXh TBOCTO IIApOJIsI, HA KOTOPOM OCHOBdHAa CHUCTEMaA ABTOPH3AlIUHU
OONBIIMHCTBA urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Eciu gpyroit urpoxk Bejer ce0si IUIOXO WM co3laer Tebe
HETMPUSATHOCTH, 3a0JIOKUPYH €Tr0 B CIIMCKE UTPOKOB;

2. [Toxanyiicss aAMUHHCTpATOpaM MIPhl Ha IUIOXO€ IOBEIECHHE 3TOrO
UTPOKA, KEJIATeIIbHO MPUIOKHUTh KaKhe- TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil mnunyo nHbopMaIuio B mpodaiiie urpsl;

4, YBakall Apyrux y4aCTHHKOB I10 UT'PE;

5. He ycranaBnuBaii HeopuinaabHbIE TATYM U MOJIBI;

6. Hcnonp3yii CII0KHBIE U pa3HbIE TAPOJIH;

7. Jlaxke BO Bpemsi UIphbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka ThI

UIpacllb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh. OUIIUHT WM KPaka JIMYHBIX JTaHHBIX

OOBIYHOM Kpaxkel JeHer M JOKYMEHTOB CETOJHS YK€ HUKOIO HE YJIMBHIIIb,
HO C PAa3BUTHUEM HHTEPHET- TEXHOJOTHM 3JO0YMBIIUIEHHUKNA IEPEMECTUIINCH B
UHTEPHET, U MPOJA0IKAIOT 3aHUMAThCS «TFHOOUMBIMY JIETIOM.

Tak mosiBUIach HOBas yrpo3a: HWHTEPHET-MOIICHHMYCCTBA WM (DUIIMHT,
IJaBHAs 1€ KOTOPOTO COCTOMT B TIONYYCHHHM KOH(MWACHIMATIBHBIX aHHBIX
M0JIb30BaTesICH — JIOTMHOB | mapoJeit. Ha anrnuiickom si3pike phishing uuraercs
kak ¢ummHr (ot fishing — peiOHas oBs, password — mapods).

OcHOBHBIE COBETHI TI0 00PHOE € (HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciau Tel momo3peBaelib, 4TO TBOS
aHkeTa ObUIa B3JIOMaHa, TO HEOOXOIWMO 3a0JIOKUPOBaTH €€ M COOOUIUTH
aIMUHUCTpATOpaM pecypca 00 TOM KaK MOXKHO CKOpEE;

2. Hcnone3yit Oe3onacHble BeO-caliThl, B TOM 4YHCJE, HHTEPHET-
Mara3uHOB U TTOMCKOBBIX CHCTEM;



3. Hcnonb3yit crnoxkHble U pa3Hbie maponu. Takum obpas3oM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY
npoduIIo B CETH, a HE KO BCEM;

4, Ecmu 1ebGs B3moManu, TO HEOOXOIUMO MPEIYyNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE JT00aBJICHBI Y T€OsI B APY3bsIX, O TOM, YTO T€Os B3JIOMaJH H,
BO3MOXHO, OT TBOETO UMEHHU OYJIET PacChUIaThCsl CIIaM M CCHUIKU Ha (PUIITMHTOBBIC
CaWTHhI;

S. Ycranoru HazexkHbil apoiib (PIN) Ha MOOWIIBHBIN TeNe(OH;
6. OTxTI04H cOXpaHEHHe Mapos B Opaysepe;
7. He oTkpeiBaii aitsibl U Ipyrue BIOKEHUS B MUChMaX JaXkKe €ClIu OHU

IOPUIILTA OT TBOMX Jpy3ei. Jlyule yTouyHU y HUX, OTIPABISIIN JIUM OHH TeOe 3TU
Gbaib.

[udposas penyranus

[u¢poBas pemyranus - 3TO HEraTHBHas WIM NO3UTHBHas HMH(oOpmauus B
cetu o tebe. Kommpomerupyromas wuHpopMmanus pa3MeEUIeHHAass B HHTEPHETE
MOKET CepbEe3HBIM 00pa3oM OTPa3UThCA HA TBOEW peanbHOM ku3HU. «{nudposas
penyTanus» - 3TO TBOW UMUK, KOTOPBIA (popMHUpyeTCs U3 HH(pOpMAIUU O TeOE B
UHTEpHETE.

TBoe MecTo JKHUTENbCTBa, Yy4eObl, TBOE (HMHAHCOBOE TIOJIOKECHHE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE ITO HAKAIUIMBAETCS B CETH.

MHorre mTOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K ITyOJIMKAIMU JIMYHOU
uHdopmaruu B MHTepHETE, HE TTOHUMAasT BO3MOXHBIX MOCJIEACTBUMA. ThI 1axke HE
CMOJKEIlIb AOTafaThCsi O TOM, YyTo (pororpadus, pa3MelleHHas 5 JeT Ha3al, crajia
NPUYUHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KomMmenTapuu, pasMelieHue TBoux Qororpaduii u apyrue AEHCTBUS MOTYT
HE HMCYE3HYTh Ja)Xe€ IOCIE€ TOro, KaK Thl MX yJaaullb. Tbl HE 3HACWIb, KTO
COXpaHWI J3Ty HWHQPOpMAIUIO, TOTMajJia JIM OHAa B TIOMCKOBBIE CHUCTEMBI U
COXpaHWJach JU OHa, a TJaBHOE: YTO MOAYMAalOT O TeOe OKpYy)Karollee JIOIH,
KOTOpbIE HAUAYT W yBUAAT 3To. Halitu nH(OpMaIuio MHOTO JIET CITyCTSI CMOXKET
100011 - Kak 13 JOOPBIX MOOYXKACHHH, TaK U C HAMEPEHUEM NIPUIUHHUTH BPea. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pEITyTaIUU:

1. [Togymaii, mpexae yeM 4yTo-TO MyOJMKOBAaTh U MepeaBaTh y ceOs B
0JI0T€ WX B COLIMAJILHOM CETH;



2. B nactpoiikax npoduiis yCTaHOBU OrpaHUYEHHs Ha POCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO, CIeTIail €ro TOIBKO IS IPY3€eiD»;

3. He pa3memaii 1 He yka3biBail ”HGOPMAIUIO, KOTOPasi MOXKET
KOT0-JIN0O OCKOPOJIATH NN 00MKaTh. ABTOPCKOE MPABO

CoBpeMEHHbBIE  IIKOJIBHUKHM-  aKTUBHBIE  IIOJB30BAaTENU  ILU(PPOBOTO
npoctpaHcTBa. OgHAKO AAJIEKO HE BCE 3HAKOT, 4YTO II0JIb30BAaHUE MHOTHMMH
BO3MOXKHOCTSIMU  Lu(poBoro  Mupa TpeOyer  coOroAeHHs IpaB  Ha
VHTEIJIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTEIIEKTyalbHasi COOCTBEHHOCTB» OTHOCUTCS K Pa3IM4YHBIM
TBOPEHHUSIM YEJIOBEYECKOTO yMa, HAuMHAs C HOBBIX H300pETEHUN U 3HAKOB,
0003HavYarIKX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH , U 3aKaHYMBasg KHUTAMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HHTEIUICKTYaJbHYIO COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, TUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B
KaueCTBE TapaHTHH TOTr0, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBEIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3yabTarax CBOEro TpPyJa, MOJYyYUTh WU3BECTHOCTh U NpuszHanue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXET BOCHPOM3BOJMUTH €ro  IPOU3BEICHUE,
pacmpocTpaHsiTh, MNYOIMYHO JIEMOHCTPUPOBATH, NPOJAaBaTh, HMIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJINYHO HCIIOJNHSITH, MOKA3bIBATH/UCIIONHATL B 3dUpE WU
pasMmewars B IHTEepHETE.

Hcnonp3oBanne  «IMHUPATCKOTO»  MPOrPAaMMHOTO  OOECTICUEHUS  MOXKET
MPUBECTU K MHOTMM pHCKAaM: OT IIOTEPU JAaHHBIX K TBOUM AaKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, I/I€ YCTAHOBIECHHBIM HE JeTajbHas Mporpamma.
He croutr Takxe 3a0bIBaTh, YTO CYIIECTBYET JETalibHble M O€CIIaTHBIC
MPOrpaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CeteBu4oK.p( - TBOH TJIaBHBI COBETYUK B CETH. 37€Ch Thl MOXKEIIHh Y3HATH O
0€30MacHOCTH B CETH MOHSTHBIM M JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTYyallMM OOpAaTUTHCA 32 COBETOM. A TakKe IMPHUHATh y4acTHE B
KOHKYpCaXxX U CTaTh CaMbIM ITU(DPOBBIM IpakIaHUHOM !



